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ABBREVIATIONS & ROLES

Pl Personal Information
DS Data Subject
RP Responsible Party
IO Information Officer
DIO Deputy Information Officer
IR Information Regulator
LIA Legitimate Interest Assessment
PIIA Personal Information Impact Assessment
NDA Non-Disclosure Agreement
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COMPLIANCE FRAMEWORK
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POPIA
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' FRAMEWORK
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STAGE 1: ESTABLISH COMPLIANCE

INFORMATION OFFICER

1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 3. COMPLIANCE CONTINUITY 4. POST-USE STAGE ]

| HUMAN RESOURCES I CONTRACTS I PI SECURITY |

|  PIPROCESSING PLANNING  |[ DS PARTICIPATION PLANNING ||  PUBLICATION OF INFO OF RP || RISK MANAGEMENT |

Appoint [} @ [T] Reporting structure from 10

to owners established
Register with IR [_}—
INFORMATION L™ communicate tasks &

pios [J— O responsibilities
Reporting structures from DIO [_H —_] Report to IR (investigations of
to |0 established breaches / DS complaints)

Reporting structures from
personnel to DIO established

Allocation of resources to [_H
accomplish compliance

Communicate responsibilities [_H
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STAGE 1: ESTABLISH COMPLIANCE

HUMAN RESOURCES

1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 3. COMPLIANCE CONTINUITY 4. POST-USE STAGE ]

| INFORMATION OFFICER || CONTRACTS I PI SECURITY |

|  PIPROCESSING PLANNING || DS PARTICIPATION PLANNING ||  PUBLICATION OF INFO OF RP || RISK MANAGEMENT |

Policies & Procedures D Employment contracts with NDA

Accessible to employees
Reporting structures for employees
Breaches report to DS & IR

Privacy Policies for handling PI

Employee awareness training planning

HUMAN
RESOURCES Specialised courses

Induction training

Values communicated D— Policies & Procedures training
What to do? D— Assessments & Certificates (reportable)
Why do it? (Goals) [_H
When to do? (Know or suspect [_H
breach/risk)

Where privacy info is displayed [_H
Access control policy

Hardcopies / Software / Site

Provision procedure - how to
grant / remove access

Job description
Documenting access
Assigning access
Retracting access

CONTRACTS

1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 3. COMPLIANCE CONTINUITY 4. POST-USE STAGE ]

| INFORMATION OFFICER || HUMAN RESOURCES || PI SECURITY |

|  PIPROCESSING PLANNING  |[ DS PARTICIPATION PLANNING ||  PUBLICATION OF INFO OF RP || RISK MANAGEMENT |

|| Operators (see relationship diagram)

|| Written contracts with clauses:

CONTRACTS || Processing only with knowledge of RP

|| Process with authorisation of RP

|_| Treat info as confidential (NDA)

|| Undertaking: best practices for security
|| Reporting of breaches policy
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STAGE 1: ESTABLISH COMPLIANCE

PI SECURITY

1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 3. COMPLIANCE CONTINUITY 4. POST-USE STAGE ]
| INFORMATION OFFICER || HUMAN RESOURCES || CONTRACTS |
|  PIPROCESSING PLANNING  |[ DS PARTICIPATION PLANNING ||  PUBLICATION OF INFO OF RP || RISK MANAGEMENT |

Detect Pl breaches [}

Investigate Pl breaches [_}—

IT

Servers & network
Printers

Internet
Passwords

PI SECURITY

Physical security
Site
Hardcopies
Safe keys
Alarm passwords

"] Software access control
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STAGE 1: ESTABLISH COMPLIANCE

PI PROCESSING PLANNING

1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 3. COMPLIANCE CONTINUITY 4. POST-USE STAGE ]
| INFORMATION OFFICER || HUMAN RESOURCES || CONTRACTS || PI SECURITY |
| DS PARTICIPATION PLANNING || PUBLICATION OF INFO OF RP || RISK MANAGEMENT |

specific, explicitely defined, lawful purposes

(Why?) Reasons for processing [_—

(What?) Purpose determination: [_}—
(How?) Determine means of processing [_}—
(software / paper etc.)

Reasonable expectation of processing [_}—
Lawful grounds: LIA [_}—

Minimality: adequate & [_}—
relevant & not excessive

Determine lawful sources for collection [_|—
PIIA - risk management [_}—
Documenting processing [_—
purposes & activities
Auditing / investigation [ |-
Reporting D—
Retention time planning [_—

Law / contract / function / consent [_}H
Safeguards against breaches [_|-

Restriction planning - when & how to [_}—
archive & access control
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PI PROCESSING
PLANNING

—{ | Destruction planning - when & how
to destroy PI

] Government stats

] Research projects

] Schedule medication register to
government

"] Training purposes

—{ ] What needs to be collected to
ensure info quality?

] Complete info
] Accurate - how determine & contract:
confirmation of DS

"] Not misleading?

— ] Data sharing (record keeping)

] myGC & GrandXChange
] Email / Reports / Forms
{"] How to update shared information?

—{ "] Terms & Conditions

—{ | Secondary use of current data assessment



STAGE 1: ESTABLISH COMPLIANCE

DS PARTICIPATION PLANNING

1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 3. COMPLIANCE CONTINUITY 4. POST-USE STAGE ]

| INFORMATION OFFICER || HUMAN RESOURCES I CONTRACTS I PI SECURITY |

| PI PROCESSING PLANNING | DS PARTICIPATION PLANNING | PUBLICATION OF INFO OF RP ” RISK MANAGEMENT |

Confirmation: How to request
confirmation (process planning)

| | Refusals
|| Request independent
practitioner participation

Identification of DS DS PARTICIPATION
|| Access to independent practitioner

D PLANNING

Facial recongnition (photo)
Questionnaire about patient

Requests [_—

Identification of DS

ID
Facial recongnition (photo)
Questionnaire about patient

Face to face consultation
(Site visit / video call)

Quotation for fee & proof of payment [_H

Which info is required? [_}-

Access to info of 3rd parties holding [_H
info / shared with

PUBLICATION OF INFO OF RP (NOTIFY)

1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 3. COMPLIANCE CONTINUITY 4. POST-USE STAGE ]

| INFORMATION OFFICER || HUMAN RESOURCES I CONTRACTS I PI SECURITY |

| PIPROCESSING PLANNING  |[ D PARTICIPATION PLANNING | [EEITRN VAL L RISK MANAGEMENT |

Website / Forms / Entrance of practice | |
/ Email signatures / Sicknotes /
Scripts / Directories

| | How to request confirmation of
possession of Pl by DS (process)

Pug::-lﬁﬁgw | | How to request information (process)

OF RP (NOTIFY) (List all details to be provided to the RP)

Update contractual parties | |
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STAGE 1: ESTABLISH COMPLIANCE

RISK MANAGEMENT (BEST PRACTICE PROCEDURES)

1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 3. COMPLIANCE CONTINUITY 4. POST-USE STAGE ]

| INFORMATION OFFICER || HUMAN RESOURCES I CONTRACTS I PI SECURITY |

|  PIPROCESSING PLANNING  |[ DS PARTICIPATION PLANNING ||  PUBLICATION OF INFO OF RP | RISK MANAGEMENT

Identify internal & external risks to PI D—@—D Establish & verify safeguards

RISK
MANAGEMENT
(BEST PRACTICE
PROCEDURES)
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STAGE 2: COLLECTION STAGE

INFORMATION QUALITY

[ 1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 3. COMPLIANCE CONTINUITY 4. POST-USE STAGE

INFORMATION QUALITY | COMMUNICATION TO DS |

L/

Complete (forms guide completion)

INFORMATION
QUALITY

COMMUNICATION TO DS

( 1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 3. COMPLIANCE CONTINUITY 4. POST-USE STAGE ]

| INFORMATION QUALITY | COMMUNICATION TO DS

Purpose of processing: forms etc (T&C) [_—
Exception?

| Transborder flow

| Sharing - with whom? what?
That info is being collected - T&C validations [ |— COMMUNICATION

TODS .
| Rights of DS
Notify DS of source of info [ — - access
- rectification
PI collection = mandatory / voluntary * Objection
+ complaints

Consequences of failure to
provide info (T&C)

Reason for collection - law?
Other? (T&C)
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STAGE 3: COMPLIANCE CONTINUITY

HUMAN RESOURCES

( 1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE

3. COMPLIANCE CONTINUITY

4. POST-USE STAGE ]

INTEGRITY

HUMAN RESOURCES |

I BREACHES || bs oBJECTIONS & CORRECTIONS |

| REVIEW & UPDATE I RISK MANAGEMENT

UPDATED INFORMATION ” CONFIDENTIALITY MEASURES |

Employee awareness sessions
Induction training - new employees
Introductory courses
Specialised courses
Refresher training - current employees

Introductory courses
Specialised courses

Filing of employee training certificates [}

Reporting: non-compliance of employees [ |-

INTEGRITY

HR disciplinary procedures for
non-compliance by employees

HUMAN
RESOURCES

[ 1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE

3. COMPLIANCE CONTINUITY

4. POST-USE STAGE ]

HUMAN RESOURCES | INTEGRITY | BREACHES || DS OBJECTIONS & CORRECTIONS |
| REVIEW & UPDATE I RISK MANAGEMENT ||  upDATED INFORMATION  |[ CONFIDENTIALITY MEASURES |

Prevent loss

Backup regime [_}H
Document safe [_}H
Document scanning [_H

Prevent damage

Organisational: Updated hardware [_H

Backup regime [ -
Risk management [_H

|| Prevent unauthorised destruction

|| Backup regime

INTEGRITY . Access control

|| Organisational process for destruction of Pl
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STAGE 3: COMPLIANCE CONTINUITY

BREACHES

( 1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 3. COMPLIANCE CONTINUITY 4. POST-USE STAGE ]

| HUMAN RESOURCES || INTEGRITY | BREACHES | DS OBJECTIONS & CORRECTIONS |

| REVIEW & UPDATE I RISK MANAGEMENT ||  upDATED INFORMATION  |[ CONFIDENTIALITY MEASURES |

Operator communication of [}
breaches (standard letters)

] communicate breach to IR asap

—{ "] Steps to take:

Communicate breach in writing to DS asap D— BREACHES « possible consequences
+ date of breach - actions by RP to protect
« info of breach + how to mitigate loss
« steps to take by DS to « ID of breacher

prevent further loss
+ on website of RP

DS OBJECTIONS & CORRECTIONS

( 1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 3. COMPLIANCE CONTINUITY 4. POST-USE STAGE ]

| HUMAN RESOURCES || INTEGRITY || BREACHES | DS OBJECTIONS & CORRECTIONS

| REVIEW & UPDATE I RISK MANAGEMENT ||  UPDATED INFORMATION  |[ CONFIDENTIALITY MEASURES |

Objection Deletion

Correction - confirm correct data Reply to DS with

DS OBJECTIONS objection / correction / deletion

If correct - communicate to DS why & CORRECTIONS

it is correct / requirement of proof
Logs of differences of info
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STAGE 3: COMPLIANCE CONTINUITY

REVIEW & UPDATE
[ 1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 4. POST-USE STAGE ]
| HUMAN RESOURCES || INTEGRITY BREACHES || DS OBJECTIONS & CORRECTIONS |

REVIEW & UPDATE | RISK MANAGEMENT UPDATED INFORMATION ” CONFIDENTIALITY MEASURES |

Purposes of processing

REVIEW & UPDATE
RISK MANAGEMENT
[ 1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 4. POST-USE STAGE ]
| HUMAN RESOURCES || INTEGRITY || BREACHES || DS OBJECTIONS & CORRECTIONS |

| REVIEW & UPDATE | RISK MANAGEMENT | UPDATED INFORMATION ” CONFIDENTIALITY MEASURES |

Maintain safeguards Review & Update safeguards

Verify safeguards
y 9 RISK

MANAGEMENT
UPDATED INFORMATION
[ 1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 4. POST-USE STAGE ]
| HUMAN RESOURCES || INTEGRITY || BREACHES || DS OBJECTIONS & CORRECTIONS |
| REVIEW & UPDATE I RISK MANAGEMENT || CONFIDENTIALITY MEASURES |
Accurate myGC - update PI
Make sure not misleading UPDATED Update privacy info of RP
INFORMATION
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STAGE 3: COMPLIANCE CONTINUITY

CONFIDENTIALITY MEASURES

( 1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 3. COMPLIANCE CONTINUITY 4. POST-USE STAGE ]

| HUMAN RESOURCES I INTEGRITY I BREACHES || bs oBJECTIONS & CORRECTIONS |

| REVIEW & UPDATE I RISK MANAGEMENT (IRl coNFIDENTIALITY MEASURES

Technical | |

Access control on software | |
Logs of priviledged access | |

| | Organisational

|| Keys

|| Clean desk policy

|| Hard copy protection / access control
|| Registers of priviledged access

|| Regular review of access rights

CONFIDENTIALITY
MEASURES
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STAGE 4: POST-USE STAGE

DESTRUCTION OF PI RESTRICTION (ARCHIVING)

[ 1. ESTABLISH COMPLIANCE 2. COLLECTION STAGE 3. COMPLIANCE CONTINUITY 4. POST-USE STAGE

DESTRUCTION OF PI RESTRICTION (ARCHIVING)

Waste company contracts @—D Access control on archived files

Software
DESTRUCTION RESTRICTION
OF PI (ARCHIVING)
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ONLINE COURSES
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To view and register for online courses:

www.goodx.healthcare/events

For any enquiries:

<Z/ courses@goodx.co.za
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